
GDPR INTRODUCTION 

• The General Data Protection Regulation (GDPR) goes into effect on May 25, 2018.

• It replaces the 1995 EU Data Protection Directive.

• The principal aim of the GDPR is to give consumers greater control over their data.

• The biggest change in law is the scope of the territory covered by the regulation.

• US companies may be affected by the GDPR.

• The GDPR applies to all companies processing the personal data of subjects in the EU,

regardless of the company’s location.

o BUT:  Those data subjects must be targeted.

o The GDPR does not kick in where an EU resident merely happens upon your

site via Google search.

o Some evidence of targeting of EU consumers could include accepting the

currency of an EU nation, providing marketing content in an EU nation’s

language, or having a domain suffix that corresponds with an EU nation.

• The extent to which GDPR will apply to your business likely depends upon the extent

to which your business targets EU citizens, and how much personal data you collect and

use.

• If you do not accept payment in Euro, target or solicit EU citizens, or otherwise take

action to make your services accessible to EU citizens, it is possible that your

operations will fall outside of the GDPR’s mandates.

• It was the intention of the drafters of the GDPR that the regulation have worldwide

reach in order to protect those in the EU.

• It is difficult to know for certain how GDPR will be enforced against US companies

until legal decisions applying the regulation have been rendered.

• The EU has always been a step ahead of other governing bodies when it comes to the

protection of personal data.
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• Thus, though we may want to believe that the purpose of GDPR is to guard EU citizens 

against security breaches of the kind experienced by large companies such as Facebook, 

Equifax, and Target; the reality is that the GDPR is also intended to protect individuals 

against security breaches of and by far smaller companies that also have access to 

personal information of individuals.  However, those companies handling more data 

will likely be subject to greater scrutiny. 

 

• Even if you are not sure if GDPR will apply to your business, best practices would 

indicate compliance with its mandates, such as being clear and upfront about consent, 

how you will use and protect data, how you can provide proof of compliance with 

GDPR, and ensuring that a customer can withdraw consent at any time (meaning that 

you can quickly delete that customers data.) 

 

• Therefore, in the coming weeks, we will be providing Privacy Policy updates to our 

clients to place on their sites, and ensure that our clients are in compliance with the new 

terms. 

 

• The kind of information that falls within GDPR is “personal data” -- any information 

that can be used to identify a natural person. 

 

• Examples include: name, identification number, address or location data, religion, 

ethnicity, marital status, IP addresses, cookie strings, social media posts, online 

contacts, and mobile device IDs. 

 

• Under the GDPR, data EU subjects have a number of rights with respect to their data.  

They must be informed about: 

 

o Data breaches, within 72 hours of any occurrence 

o Whether or not their personal data is being processed, where and for what 

purpose 

o Their “right to be forgotten” – in other words:  data erasure, including how to 

halt third party processing of personal data 

 

• The GDPR applies to “processors” and “controllers” of personal data. 

 

• “Processing” personal data means, collecting, recording, gathering, organizing, storing, 

using, disclosing, or otherwise making it available by electronic means. 

 

• The “Controller” determines what to do with the personal data. 

 

• Under the GDPR, Controllers must:  

 

o Review data processing activities and conduct an Impact Assessment 

o Identify their data processing activities and ensure they understand their 

responsibilities 

o Implement appropriate measures to ensure compliance with the GDPR, 

including processes for identifying, reviewing and promptly reporting data 

breaches 

 

 



 

• Under the GDPR, Processors must: 

 

o Review data processing activities 

o Ensure that there is a lawful basis (or consent or an exemption) for each 

processing activity 

o Review and update mechanisms for obtaining consent to ensure they comply 

with GDPR 

▪ Consents must be clear and distinguishable from other matters.  They 

cannot simply be hidden in Terms of Service. 

▪ It must be as easy to withdraw consent as it is to give consent. 

o Update privacy policies 

o Train employees who process personal data to recognize and respond to request 

from individuals exercising their rights. 

 

• Controllers and Processors may be required to appoint a Data Protection Officer to 

monitor compliance with GDPR. 

 

• If a US company sells or markets products via the internet to EU residents, the GDPR 

applies even if no financial transaction occurs. 

 

• US based companies with a strong internet presence should be GDPR aware. 

 

• Companies required to be GDPR compliant may also have to take certain steps with 

their vendors. 

 

• Some liability under GDPR can be transferred by contract. 

 

• As between Controllers and Processors, contracts should; address the subject matter and 

duration of the processing; the nature and purpose of the processing; structure 

obligations and rights of the parties; ensure that the data being processed is subject to a 

confidentiality agreement; and set forth breach notification requirements. 

 

• Only data which is absolutely necessary for completion of a duty (such as an order) 

may be held or processed, and access to the data must be limited to those carrying out 

the processing. 

 

• Therefore, a big step toward complying with GDPR is ensuring that you minimize your 

data collection practices to include only the data required to provide your specific 

service. 

 

• If you want to use that data for another purpose, you have to explain the purpose to your 

consumers and obtain their consent. 

 

• Records of processing activities must be maintained, and personal data must be deleted 

once no longer needed. 

 

• An organization found to be in breach of GDPR could be fined up to 4% of their annual 

global turnover or €20M – whichever is greater. 

 



• The fine for failure to report a breach within 72 hours is up to 2% of annual global 

turnover. 

 

• Requirements of the GDPR will vary based on a company’s particular operations. 
 

 

 

 

 


